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Main aim
e A monitoring device based on formal methods.
e Methods for quantifying residual risk and monitoring functionality as well as error correction.
The demonstrator is physic simulation of a HV battery, including a virtual sensor model, and a thermal controller.

Partners | INRIA, AVL, TUG

ECS value chain | Propulsion System / Tier 1

State-of-the-art Beyond SotA / Innovation Targeted TRL
e Predictive maintenance methods are available e fFormal-method-based residual | TRL 4,

e Estimation of residual risk with statistics or physics-of-failure risk estimation will be more TRL S5

accurate
o Methods should be universally
applicable to other components

Link to project objectives

Objective Addressed (Y/N) How

01 - Continuous robust design optimization for each part in the ECS Y Monitoring devices based on formal methods will enhance the robustness of

value chain components.

02 — Framework for safety validation of ECS value chain N

03 - Identification & management of residual risks over the entire Y Multiple methods to estimate residual risk will be developed in this demonstrator. This

ECS value chain gives us a chance to also compare different methods.

04 — End-user acceptance by trustworthy ECS value chain N

05 —Zero emissions, zero crashes, zero congestions by ECA2030-car Y The goal of the Monitoring Device is to warn the system before a crash happens, and
therefore reduce the number of crashes, towards the goal of zero crashes.

Joint demonstrator (JDEM SC2) Linked supply chains (Y/N) ‘ Considered MonDev layers (Y/N)
DEM 2.1 DEM 2.2 DEM 2.3 | |
sc1 | N | system (S) | N
sC2 | Y | Subsystem (sS) | N
sC3 | N | Component (C) | N
sC sC sC SCa | Y | Subcomponent (SC) | Y
Setup
AVL will provide the Co-Simulation, including the thermal Controller and a vehicle oS mulation
simulation.
Furthermore, AVL will provide a method for safety prediction and residual risk
assessment. = <
o INRIA will exploit the thermal model’s formal model for diagnosis and residual risk é %
quantification. g g:

e TUG will develop a fault localization and error correction method. Based on this method
monitoring functionality will be provided.

Benchmark scenario/mission/etc.

e Finding errors in HV batteries itself is very critical as the HV battery is used for a lot of autonomous systems. &
e The approach should be universally applicable to components of the propulsion system, which enables a wide range of V&V tasks. 0'

KPIs (related to requirements) Baseline

Reliability

e The failure model has to be more reliable than the SUT

e KPI: Divergence between failure model and SUT

Real time online diagnosis

e Faults have to be detected and diagnosed in real time. The sensors and
interface must also be real-time capable.

e KPI: Latency

Availability

e The battery of the SUT needs to provide fast enough measurements such
that the failure model can calculate the degeneration of the battery

e KPI: Availability of measurement data

Functional completeness

e The failure model should be correct in the predefined usage space

e KPI: Functional completeness by testing

Model-based diagnosis for fault localization

e The diagnostic model offers fault isolation and identification
capabilities. Intermittent, incipient and novel faults should be
considered.

e KPI: Model coverage

Correction and reaction to diagnosed faults

e For a diagnosed fault, the system provides an actionable strategy

e KPI: Classification error



Evaluation

Evaluation platform will be a Co-Simulation framework including an ADAS/AD driving model, a HV battery model and a thermal control unit of the HV
battery. In addition, the framework enables to add further methods and architectures as a Monitoring Device to perform diagnose calculations.

Current status/demonstration

* A FMEA table is generated to provide a detailed description and specification of
possible faults in the HV battery system during operation or charging.

* Based on the FMEA table a fault injection model is developed to validate the formal
model and model-based diagnosis approach.

*  Formal model of the Thermal Control Unit is developed and validated - offline
combination with the Co-Simulation framework by trace analysis.

*  Probabilistic fault criticality estimation methods applied on the case-study.

*  Completion of the formal model, requirements, and their verification.

*  Submitted research paper.

* Development of Monitoring Device based on machine learning algorithm to identify

Highlights and Conclusion

Application of formal models reduces risks through detailed system
specification analysis, capturing all requirements, models, and
interpretations.

The formal model serves as an abstract reference for the thermal
controller, assuming all properties corresponding to requirements are
met.

Probabilistic analysis aids in selecting countermeasures by estimating
the criticality of requirements and system faults.

Formal models have limitations, including the inability to address
unknown risks and properties beyond the operational domain.

General health monitoring using a hierarchical concept (Task 3.3) is
deemed necessary for advanced analysis, complementing the formal
model's limitations.

an abnormal behavior of the system under test. .
¢ Simulations are executed based on different conditions related to the introduced
FMEA table for fault simulation in the thermal control unit.
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Parameter for fault Value Severity
Model . . Input  Output Unit  Range Signal/Parameter
simulation p P Type I gnal/| HV Battery Fault Consequences Risk Explanation
Ambient temperature X float °c .30 50 No electric driving 8 * Cooling system performance too low
Environment Conditions  |nitial coolant . Envirenment Setting EoEE T Vehicle |mmot_>\lltv 8 * Cell overtemperature
temperature X float C -30 2 50 Release of toxic gases 10 « Component overheating
Thermal event 10 « Improper filling
Velocity X float km/h 0= 200 Vehicle immobility 8
Acceleration X float mfs2 06 hicle dri le & Inhumo.gerleous temperature[ "y e lectric driving 8 o Cell ter ure spread is too high
Vehicl Vehicle drive cycle spread inside the battery bl n - : '
ehicle ) Reliability not achieved 7 « Cell differential ageing
Road Profile X float % -20> 20 power request {hot spots)
Durability / lifetime target not achievable 8
Brake X float  m/s’  0->10 Battery too cold durin [ + Cooling system performance too low
. e E Vehicle range not achieved 9 . & sy P X
Cell temperature X float °C 30 - 60 icle b driving * Cooling system pressure drop too high
Vehicle sub-component Vehicle range not achieved 9
HV Battery Battery too cold durin s Cooling system performance too low
Power max X float W 200 -» 300 (peak)  behavior n A g Driving discomfort 4 | & v‘l i P
chargin| * Improper fillin,
100 -» 150 (cont.) eing Tool low pure electric range 7 proper iling
X | | Cooling temperature X float °C -30 = 60 Vehicle sub-component Vehicle immobility 8 « Improper filling
Ul TR " behavior Component overheating . . . . .
Cooling flow rate X float L/min 0= 20 Durability / lifetime target not achievable 8 * Cooling system pressure drop too high

pav. 2: FMEA table with sevirity risk assesment showing possible single faults which could appear
during operation in the HV battery system including the thermal control unit.

pav. 1: The table shows the available simulation enviornment paramter configuration to trigger
different behavior of the overall system and in specific the thermal control unit.
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MODE 'HOMOGENEISATION 175 MODE  'HOMOGENETSATION -
3; s Eggm *  Results for 4 faults in the Thermal Request
E: BENSE -5 -10 -10 10 10 ITRUE TRUE ITRUE ITRUE ITRUE 1116 POMER_UP 'RECULAR .
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| pav. 2: Step-by-step exploration of the formal model.
Fireable fransitions i
s EEL by #t — adced e e 00t = mmamaeq
14, SENSE 15 -5 10 1-10 110 IfRUE IFALSE ITRUE ITRUE ITRUE Thermal :pm‘:;zg ‘é‘;gl‘ ;Zg L Probabilily ——replaced cool req
- 10 TRUE IFALSE ITRUE ITRUE ITRUE 1 vehicle state ili removed cool req 1
s MU IeALSE TALE ITADE MU [] finite state automaton *| request S{Obab”'ty 0.03 —— removed cool req 2 of 0,08 —— removed cool req 2
i :
. X .
- = » data communication ues: I Reachin
2 SENBE 10 110 110 110 110 MRUE IFALEE THLE MRUE FLE ’ hicl On\‘\“g‘ea ext. temp, Reaching ,, healthy 9 0.02
13. SENSE 1+10 15 110 1-10 110 TRUE IFALSE TALE ITRUE ITRUE 4 interruption vehicle of ¢ faulty I
14 SENSE 1+10) ket 1-10 10 -0 TRUE IFALSE ITRUE TRUE TRUE state max. temp,» . transition
15 SENSF 1410 145 1-10 110 - 10 ITRIIF IFAI F ITRIIF TR IF ITRIIF min. temp : tran5|t|on
| Use hutton [e7-click 10 fite & tianaftion, and_ Nght-click ta open source cads window . 0.01
ext. temp, max. temp, min. temp | gansorg
pav. 3: CADP software solution for validity check of the formal 0 o
0 1000 2000 1 1000 2000

model based on the simulated traces of the high voltage

battery system pav. 4: Formal model schema to show the specifications of one of the

high voltage battery system tranistion states.

Max action done before reaching faulty/healthy transition

Impact

Usage of formal model methods and model-based diagnosis to detect a faulty system during runtime. This offers a way to identify the residual risk and as
well to minimize the risk of undetected faults.

Used standards Future standardization potentials

1SO 26262, ISO/PAS 21448:2019 (SOTIF), IEC 61508 (Eight parts 0-7) e Not perceived yet
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